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Alerting Abstract WO A2 

NOVELTY - An information describing a particular type of activity determined to occur in a radio frequency (RF) 
band, is generated based on spectrum activity information derived from RF energy occurring in the RF band. A 
control signal is generated based on the generated information for controlling operation of a device e.g. cordless 
phone (1000) in the RF band. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 

• radio frequency band managing system; 

• processor readable medium storing RF band management program; 

• software system that manages activity in RF band; 

• software architecture for RF band managing system; 

• application program interface method; 

• application program interface; and 

• RF device. 

USE - For managing RF band used by RF device (claimed) such as cordless phone, infant monitor, microwave oven 
and frequency hopping communication device. 

ADVANTAGE - Actions can be taken in a device or network of devices to avoid interfering with other signals and 
to optimize simultaneous use of the frequency band with other signals. The spectrum intelligence is used to suggest 
actions to a device user or network administrator, or to automatically invoke actions in a device to main desirable 
performance. 

DESCRIPTION OF DRAWINGS - The figure shows a schematic view of the devices operating in an unlicensed or 

shared frequency band. 

1000 cordless phone 

1010 hopping communication device 

1020 microwave oven 

1050(1 ) wireless local area network access point 
1060 infant monitor device 
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Automatic real time remote apparatus management system over network to automatically detect 
malfunctioning of apparatus using management controller to detect fault and set warning 
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Alerting Abstract GB A 

NOVELTY - Manager software in a management center (2) automatically receives data via a network from each 
apparatus periodically and the data are stored in a database system (4) with tables. By monitoring the stored data 
according to management rules, the management center can produce a warning signal of a malfunctioning apparatus 
that is sent to an administrator device (6). 

USE - Automatic real time management of apparatuses on a network. 
ADVANTAGE - Automatically informing of malfunctioning apparatus. 
DESCRIPTION OF DRAWINGS - The drawing shows the system 
2 Management center 
4 Database system 
6 Administrator device 
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Self-configurable paging system for cellular telecommunications network which can dynamically adapt for 
the varying sizes of cells 
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Alerting Abstract WO A2 

NOVELTY - Pages mobile stations that last registered in a particular cell (22) by automatically adjusting the size of 
an initial paging area on a per-cell basis. 

DESCRIPTION - Several sets of cells surrounding the particular cell are identified as Paging Depths (PDs) and are 
stored in a lookup table (27) in a serving Mobile Switching Center (MSC) (24). The PDs contain varying numbers of 
cells, and a first PD is used for the particular cell's initial paging area. Paging attempts are then performed for mobile 
stations that last registered in the particular cell, statistics are compiled regarding the paging efficiency. If these 
indicate that the success rate was below a threshold; the PD of the cell is increased so that a greater number of 
cells are used as the initial paging area. 
USE - In a cellular telecommunications network. 

ADVANTAGE - Can adapt for the varying sizes of cells and the varying degrees of mobility of subscribers in 
different areas. 

DESCRIPTION OF DRAWINGS - The drawing shows a schematic diagram of the paging system. 
22 Particular cell 

24 Serving Mobile Switching Center 
27 Lookup table 
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Autonomous component arrangement method in fuzzy logic neural network - involves identifying learning 
fault and performing autonomous amendment and deletion of fuzzy rule autonomously 

Patent Assignee: FURUHASHI T (FURU-I); UCHIKAWA Y (UCHI-I); YAMAHA HATSUDOKI KK (YMHA); 
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Alerting Abstract JP A 

NOVELTY - The parameter to be identified or adjusted in fuzzy reasoning is matched with the joint load of neural 
network after calculating the reasoning value in neural networks. Based on the learning fault, the amendment and 
deletion of fuzzy rule is done autonomously and optimum number of controlled object of fuzzy rules are obtained. 
DETAILED DESCRIPTION - The variation tendency and the coupling coefficient error which sets the amendment 
of fuzzy rule is taken as a learning fault of fuzzy rule. 
USE - For fuzzy logic neural network e.g. engine controller. 

ADVANTAGE - The fuzzy rule is produced autonomously even if the controlled object is non-linear. Local errors 
are eliminated. DESCRIPTION OF DRAWING(S) - The diagram shows an engine controller. 
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Detailed Description: 

...advice k 

typically comprises three parts: (1) a relevance clause written in relevance language which is evaluated by the 
advice reader to determine the relevance 

of the advice; (2) a message body to what condition is relevant, why the 

advice consumer is concerned, and what action is recommended; and (3) an 

action button for providing the advice consumer with the ability to invoke an automatic execution of a 
recommended action . 

Whereas in the consumer setting it is acceptable for the computer user to be in What is desired is a technique that 

provides centralized advice management in a large-scale network of computers. 

What is further desired is that such technique provides a management 

interface that can display relevant advisories of all computers in the network and deploy suggested actions to all 
relevant computers. 

What is still further desired is that such management interface allows advice provider sites, monitor status of 

deployed actions and monitor status of computers in the network. 

What is still further desired is that such technique can automatically apply the 
required management tasks to fix problems on susceptible machines before 
they occur. 

4 

SUMMARY OF THE INVENTION 

A system and method for centralized advice management of large-scale 

networks is provided, wherein a number of ...server. A system administrator may view the relevant messages 
through a 



management interface and deploy suggested actions to distributed clients 

where the actions are executed to apply the solutions of the advisories.. .which the distributed client 

comprises various components performing functions such as gathering 

advisories, authenticating advisories, evaluating relevance of advisories, 
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Detailed Description: 

...with respect to the flowchart in Figs. 19 In step 160, events in the enterprise network are detected. For each aspect 

of network operation, one or more events are mapped to one or more alarnis, step 16 1 are sent or output to the 

alarm bucket, step 162. The alarms are correlated and evaluated to determine the network operation status, step 
163. 



Optionally, the network operation status may be reported to a network administrator, step 164. 

The report mechanism may include one or more of. e-mail, paging, and an automated phone call. In step 165, 
corrective actions that are necessary for operating the network at a desired level of operation, are identified. In step 
166, the corrective actions may be implemented, or the proposed corrective actions reported to the network 
administrator. Depending upon the criticality or nature of the network, it may not be advisable to allow an agent to 
make changes to the network, without some human supervision. In other cases, automatic controls or responses 
may be allowed. 

Each of the five monitoring/mapping agents operate generally the flowchart as shown in Fig. 20. Events are 

detected for a specific aspect of network - 49 operation, step 167. The detected events, step 168, are mapped to one 
or more... 
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English Abstract: 

...operation and maintenance control point (OMCP) (31) operates at an intermediate level in a telecommunications 
network between the network elements (32) and the network management system (NMS) (21). The OMCP 
reduces the processing load on the NMS, and rather than reporting symptoms, provides the NMS with suggested 
corrective (49) actions to correct reported problems. The NMS executes the suggested corrective actions and 
compares the actual results (52) in the network with predicted results. Feedback on the results is then provided to 
the OMCP to improve its analysis and provide more effective corrective actions are suggested if the problem 
recurs. By automatically interfacing with the NMS, which analyzes and executes the suggested corrective actions, 
the OMCP creates a self-engineering telecommunications network. 

Detailed Description: 

...have an operation and maintenance control point which operates at an intermediate level in the network between 
the N-Es and the NMS. Such a device would reduce the processing load on the NMS and rather than reporting 
symptoms, would provide the NMS with suggested corrective actions to correct reported problems. By 
automatically interfacing with the NMS, which analyzes and executes the suggested corrective actions, the 
operation and maintenance control point would create a self-engineering telecommunications network. 

SUMMARY OF THE INVENTION 

In one aspect, the present invention is an operation and maintenance control point (OMCP) in a telecommunications 
network having a plurality of network elements that report to the OMCP and a network management system 
(NMS) to which the OMCP reports. The OMCP comprises a performance monitoring function that monitors 
performance of the network elements and determines quality of service (QoS) in the network, a trouble sniffer that 

receives performance and QoS data from the performance monitoring function and function that monitors 

performance of the NEs and 

determines quality of service (QoS) in the network, a trouble sniffer that receives performance and QoS data from 

the performance monitoring function and the suggested corrective actions, means for determining the actual 

results of executing the suggested corrective actions, and means for providing feedback to the action proposal agent 
regarding the actual results. The action proposal agent then utilizes the feedback to provide better suggested 



corrective actions. 



In another aspect, the present invention is a method of implementing a selfengineering telecommunications network. 
The method begins by automatically collecting information about the network's performance, detecting problems 
with the network's performance utilizing the collected information, and analyzing possible causes of the detected 
problems. The method continues by automatically determining suggested corrective actions to correct the causes, 
predicting results of executing the suggested actions, and executing the actions. This is followed by automatically 
comparing actual results of executing the suggested actions with the predicted results, and learning from the 
comparing step so that improved corrective actions are suggested when problems recur. 

In yet another aspect, the present invention is a method of performing traffic I 0 load sharing between the cells of a 
self-engineering cellular radio telecommunications network. The network includes a mobile switching center 

(MSC) and a plurality of radio base stations affecting network performance, and automatically determining in 

the OMCP, suggested changes in cell sizes to correct the adverse traffic loading. 

In still another aspect, the present invention is a method of. .Although two OMCPs have been illustrated, the 
invention is not limited to two, and a greater or lesser number may be utilized. The OMCP may bb centralized or 
distributed, depending on the size of the network. In general, rather than just sending symptoms to the NMS 2 1, the 
OMCP sends suggested corrective actions. In the following figures, the operation of a single OMCP is described, 
although it should be recognized that several such OMCPs may be operating in a network and interfacing with the 
NMS in a similar manner. 

I 0 FIG. 3 is a simplified block diagram illustrating the flow of information in a self-engineering 
telecommunications network in which the OMCP 31 of the present invention has been implemented. A self- 
engineering network is a network which automatically collects information about its performance, detects 
problems, analyzes the possible causes of the problems, determines suggested corrective actions, predicts 1 5 the 
results of executing the actions, executes the actions, compares the actual results with the predicted results, and 
learns from the experience so that improved corrective actions are suggested the next time. The network includes 
the NMS 21, the OMCP 3 1, and a NE 32 (MSQ. The NE the network can be properly and efficiently managed. 
Raw data may come from traffic data 34 or... 



Claims: 

...performing trend analyses regarding performance of the NEs and quality of service (QoS) in the network. 
5 . The self-engineering telecommunications network of claim 2 whereinthe means for predicting results... 
...suggested corrective actions to correct the causes;automatically predicting results of executing the suggested 
actions; automatically executing the actions;automatically comparing actual results of executing the suggested 
actions withthe predicted results; andautomatically learning from the comparing step so that improved corrective 

actions are suggested when problems recur implementing a self-engineering telecommunicationsnetwork of 

claim 8 further comprising, before the step of automatically executing the actions, the steps ofautomatically 
determining from the predicted results, whether the suggestedcorrective actions will correct the problems; 
andautomatically determining improved suggested corrective actions to correct the causes, upon determining that 
the suggested corrective actions will not correct the problems. 

10 In a cellular radio telecommunications network having a plurality of 

radio base stations, a method of automatically changing cell sizes in order to shift traffic loads and eliminate 

performance and quality of. comprising the steps ofautomatically changing hysteresis values affecting where 

handoffis and cellreselections occur; and automatically adjusting transmitter power in the radio base stations. 

1 1 The method of automatically changing cell sizes of claim 10 further 

comprising, before the step of automatically changing hysteresis values, the steps ofautomatically collecting 

information about network perfort-nance and qualityof. affecting network performance; andautomatically 

determining in the OMCP, suggested changes in cell sizes to correct the adverse traffic loading. 
14 The method of performing traffic load sharing of claim 13... 
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Detailed Description: 

...but also collects information about the particular characteristics of that fraud. As a result, the recommended fraud 
responses are tailored to the specific type of fraud that is occurring. 

As an to the legitimate subscriber. Moreover, a recommendation to disable call 

forwarding may be carried out automatically using provisioning features within io the network. 

Returning to FIG. 4, the recommendation or recommendations generated 

in step 209 are compared, in step 210, to recommendations that were previously given for the case. If the 
recommendations generated from step 209 are not new, then the call analysis process ends for that particular call. If 
the recommendations are new, then the case is updated with the new recommendations in step 211. If any of the 
new recommendations are of the type to be carried out automatically as determined in step 212, then appropriate 
implementation actions can be taken 

accordingly. For example, recommended actions can be implemented 

automatically via provisioning function 300 (FIG. 1) in the telecommunications network as previously described. 
In sum, the automatic generation of recommendations according to the 

principles of the invention is predicated on a programmable rules-based engine 1-8 can all be carried out on a 

call-by-call basis in the network . Consequently, the rule-based engine is an adaptive system that is used to develop 

a of cases, decision criteria and final outcomes on a call-by-call basis in the network. As such, the fraud 

management system and method according to the principles of the invention... 
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Abstract: This paper addresses the problem of normal operation baselining for automatic detection of network 
anomalies. A model of network traffic is presented in which studied variables are viewed as sampled from finite 
mixture model. Based on the stochastic approximation of the maximum likelihood function, we propose baselining 
network normal operation, using the asymptotic distribution of the difference between successive estimates of model 
parameters. The baseline random variable is shown to be stationary, with mean zero under normal operation. 
Anomalous events are shown to induce an abrupt jump in the mean. Detection is formulated as an online change 
point problem, where the task is to process the baseline random variable realizations, sequentially, and raise alarms 
as soon as anomalies occur. An analytical expression of false alarm rate allows us to choose the design threshold, 
automatically. Extensive experimental results on a real network showed that our monitoring agent is able to detect 
unusual changes in the characteristics of network traffic, adapt to diurnal traffic patterns, while maintaining a low 
alarm rate. Despite large fluctuations in network traffic, this work proves that tailoring traffic modeling to specific 
goals can be efficiently achieved. ( 20 Refs) 
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Abstract: Adaptive algorithms for real-time and proactive detection of network/service anomalies, i.e., soft 
performance degradations, in transaction-oriented wide area networks (WANs) have been developed. These 
algorithms (i) adaptively sample and aggregate raw transaction records to compute service-class based traffic 
intensities, in which potential network anomalies are highlighted; (ii) construct dynamic and service-class based 
performance thresholds for detecting network and service anomalies; and (iii) perform service-class based and real- 
time network anomaly detection. These anomaly detection algorithms are implemented as a real-time software 
system called TRISTAN (Transaction Instantaneous Anomaly Notification), which is deployed in the AT&T 
Transaction Access Services (TAS) network. The TAS network is a commercially important, high volume (millions 
of transactions per day), multiple service classes (tens), hybrid telecom and data WAN that services transaction 
traffic such as credit card transactions in the US and neighboring countries. TRISTAN is demonstrated to be capable 
of automatically and adaptively detecting network/service anomalies and correctly identifying the corresponding 
"guilty" service classes in TAS. TRISTAN can detect network/service faults that elude detection by the traditional 
alarm-based network monitoring systems. ( 19 Refs) 
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